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ABSTRACT: The confidential information that desires to be transmitted over the internet is not at ease as that data 
may be available via manner of any-one. Protecting this non-public data over the internet is a tough task and the records 
security problems emerge as increasingly more critical. For stopping this non-public data visualize to anyone, we use 
the idea of cryptography. Cryptography is used for securing this private data. Cryptography is an artwork of hiding the 
data. There are many cryptographic algorithms used for imparting safety to information, but additionally same has 
some drawbacks. 
In this paper, we present an idea to develop a hybrid cryptographic algorithm. The hybrid algorithm uses a combination 
of three well-known symmetric algorithms AES, DES and IDEA. The approach behind developing hybrid 
cryptographic algorithm is to provide higher security to the data. For this approach, AES algorithm is limited to 128-bit 
key i.e., AES-128 is used in this algorithm. 
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I.  INTRODUCTION 
 
Transmission of information over the internet is very risky these days as there are many attackers available on the 
internet. The non-public information that needs to be surpassed on network will not be thriller if attacker can see this 
data and hence it's far available for all people who are present on network. This way data dispatched on internet isn't in 
any respect cozy. This manner information doesn’t stay one of a kind and is available to all. This method the principle 
protection dreams aren't completed [11]. For accomplishing the ones goals, we secure the message using the term 
cryptography. Cryptography is a technique hidden writing of the information. Cryptography is used to benefit all of the 
protection goals because the plaintext isn't available to everyone till he/she is privy to the critical component i.e., key. 
This approach data is exclusive and handiest to be had for folks that understand the crucial thing [2]. 
There are many cryptographic algorithms available over the net to protect the message. Algorithms can be Symmetric-
key (Secret key) algorithm or Asymmetric-key Algorithm. Symmetric-key algorithm makes use of single key for 
encryption and decryption of the information [9]. Symmetric-key cryptography is likewise called Private-key 
cryptography as the important thing (key) used for encryption and decryption is stored personal [3]. Asymmetric-key 
algorithm used two one-of-a-kind keys i.e. Non-public key and public key for encrypting and decrypting information. 
Asymmetric-key cryptography is likewise called as Public-key cryptography as the important thing (key) used for 
encrypting the information is kept public while the key used for decrypting information is personal [4]. 
Advance Encryption Standard (AES) algorithm is the most popular and commonly used in recent times. AES is a 
Symmetric-block cipher, which means that it makes use of Similar key for encryption and decryption reason. The input 
block consists for AES is 128-bit and the important thing (key) for AES may be 128-bit, 192-bit or 256-bit [12]. The 
variety of rounds for AES depends on the key size as an instance, for 128-bit key length the quantity of rounds is 10, 
for 192-bit key length the range of rounds are 12 and for 256-bit key length the variety of rounds are 14 [7]. Each round 
of AES includes 4 changes which encompass Substitute Bytes, Shift Rows, Mix Column and ADD Round Key. All the 
4 transformations are finished in each round except for the last round due to the fact in final round Mix Column 
transformation isn't carried out.  
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Data Encryption Standard (DES) is the most common algorithm known. DES is a symmetric block cipher that is based 
on Fiestal network structure which divides the entered input in halves. DES uses the identical key for encryption and 
decryption reason. DES takes input of 64-bit [8]. The key length for DES is 64-bit out of which 8 bits are used for parity 
checking, which means the important thing (key) size turns into 56-bit. There are general 16 rounds for DES algorithm. 
The working of 16 rounds is done on the basis of equation (1) and (2). 

 
Li= Ri-1    (1) 
Ri= Li-1⊕F (Ri−1, Ki)  (2) 
Where Li indicates left part of round i and Ri indicates right part of round i. 
 
International Data Encryption Algorithm (IDEA) is the advance version of DES algorithm. IDEA is not popular and 
common like DES and AES because it was patented and must be licensed before it can be used. IDEA is a symmetric 
block cipher 0. It takes input of 64-bit block. IDEA is stronger than DES. The key length for IDEA block is 128-bit. 
There are total of eight rounds in IDEA and 1 output transformation round. 
There also are some of the hybrid algorithms that integrated Symmetric-key Algorithms like DES and IDEA, DES and 
AES or combination of one Symmetric-key Algorithm and one Asymmetric-key Algorithm like simple Symmetric-key 
algorithm and Rivest-Shamir-Adleman (RSA) algorithm. These hybrid algorithms may be used for encryption and 
decryption of string, a file or an image [5]. Some hybrid algorithms had been used for safety of digital motion image, at 
the same time as a few had been used for data protection [6]. 
 

II. PROPOSED SYSTEM ARCHITECTURE 
 
The proposed algorithm is created using the combination of three symmetric-key cryptography algorithms i.e., mixture 
of AES, DES and IDEA. The algorithm designed here is used for offering higher security to the data. The algorithm also 
uses the key manipulation technique for all the individual algorithm. Key manipulation means the key that is given by 
user is not directly passed to algorithm engine instead of that the key first go with some changes and then passed to the 
algorithm. The proposed algorithm uses the concept of Onion cryptography in which ciphertext generated from one 
algorithm is passed as plaintext for another algorithm. 
A. Overall Structure 

The process of encrypting the text for hybrid cryptography algorithm is shown in Fig. 1. The steps for same are as 
follows: 

Step 1: User inputs the plaintext which is divided into 64-bit blocks. 
Step 2: The key for every algorithm is taken and are manipulated as per rules and then passed to algorithm engine as 
needed. 
Step 3: This 64-bit block is passed to DES engine to generate 192-bit ciphertext as DES works with ECB mode and 
also use PKCS7 padding. 
Step 4: The ciphertext that is generated by DES engine is given as input to IDEA engine. Again, the ciphertext is 
divided into 64-bit blocks for providing input of 64-bit block to IDEA that generates the output of 352-bit ciphertext 
as IDEA also works with ECB mode and also uses PKCS7 padding. 
Step 5: The ciphertext that is generated by IDEA engine is given as input to AES engine. Again, the ciphertext is 
divided into 128-bit blocks for providing input of 128-bit block to AES that generates the output of 512-bit ciphertext 
as AES also works with ECB mode and also uses PKCS7 padding. 

The hybrid algorithm described here uses three keys. Key 1 is of 64-bit which is given to DES, key 2 is of 128-bit which 
is given to IDEA and key 3 is of 128-bit which is given AES. 

The Decryption process for the hybrid algorithm is the reverse of the Encryption process. The steps for same are as 
follows: 

Step 1: 512-bit ciphertext is taken as input and passed to AES block which gives the output of 352-bit deciphertext. 
Step2: The deciphertext generated by AES engine is passed to IDEA block which generates the deciphered 192-bit 
deciphertext. 
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Step 3: The deciphertext generated by IDEA engine is passed to DES block which generates the 64-bit plaintext. 
 Step 4: Finally, the 64-bit plaintext is shown to user. 
 

 
 

Figure 1: Encryption process of hybrid cryptography algorithm. 
 

B. Rounds 
The proposed system model is a combination of three algorithms which includes AES, DES and IDEA. The total number of rounds 
for DES algorithm are 16, total number of rounds for IDEA algorithm are 8.5 and total number of rounds for AES algorithm, can 
vary from 10, 12 or 14 depending on the key size of 128-bit, 192-bit or 256-bit. But for our algorithm the AES is restricted to only 
128-bit key or AES-128 is used which means rounds for AES algorithm four proposed system model are 10 [10]. As the proposed 
system is the linear combination of all the three algorithms, the total number of rounds are the addition of rounds of all the 
algorithms present. Therefore, the total number of rounds for hybrid algorithm is 16 + 8.5 + 10 = 34.5. 
 
C. Electronic CodeBook (ECB) 
The proposed algorithm here uses the ECB mode with every algorithm present here. Which means the block of ciphertext generated 
from every algorithm is again encrypted using this mode. In the proposed algorithm, this mode works 3 time for the same plaintext 
as the input block has to go through three different algorithms and every algorithm works with ECB mode. Input block is first passed 
to DES engine after which the ciphertext block is encrypted with ECB mode, the output of this ECB mode is passed to IDEA 
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algorithm and again this ciphertext is encrypted with ECB mode, the output of same is given as input to AES and again the 
ciphertext is encrypted with ECB mode. This way ECB mode works thrice for the same input. 
 
D. Public Key Cryptography Standards 7 (PKCS7) Padding 
The PKCS7 padding is used for the padding the block as per the size. The PKCS7 padding is the standard padding used for padding 
the blocks as per cryptographic standards. This padding works for the block size in between from 1 byte to 255 bytes.  
The PKCS7 padding works similar like ECB mode in the proposed algorithm. This means PKCS7 padding also works thrice for the 
proposed algorithm. PKCS7 padding also works for every algorithm just like ECB mode. 
E. Key Manipulation 
There are three keys required for the proposed hybrid algorithm. The keys that are taken from the users for all the three algorithms 
are not directly passed to the respective engines. The keys are first modified with some specific set of rules and then passed to the 
respective engines. 
This means the keys taken from the user are not directly passed to respective engines. The keys are first manipulated and then passed 
to respective engines. The sender and receiver need to just pass the same keys as per decided and modifications are done by the 
system as per given rules. 
 

III. EXPERIMENTAL RESULTS 
 
The experimental results for the hybrid algorithm are divided into two parts which are discussed here. Frist part consists of the main 
interface, which is shown in Fig. 2. In which the user has the option for deciding on the algorithm from AES, DES, IDEA or Hybrid.  
The ciphertext generated by encryption process of the hybrid algorithm is shown in Fig. 2.  
 

 
 

Figure 2: Output of encryption process of hybrid algorithm. 
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The second part of experimental results consists of the comparison of different parameters considered for the 
cryptanalysis. There are total our parameters that are considered here and compared one parameter of each individual 
algorithm with hybrid algorithm. The plaintext given to all the different algorithms is “Hello World!!!!!” to generate 
ciphertext. The parameters considered here are described below:  
A. Entropy 
The entropy is used to outline the randomness of the calculated ciphertext. The higher the entropy value, the more 
randomness is blanketed. The loss of entropy could have the poor impact on performance and protection. The 
comparison of entropy value of IDEA algorithm and Hybrid algorithm is shown in Fig. 3. 
 

 

 
 

Figure 3: Comparison of Entropy value. 
 

As consistent with the consequences, the hybrid algorithm described right here gives the highest entropy value for the 
ciphertext. 
B. Histogram 
The histogram is the graph for the individual’s character within the ciphertext and the frequency of an individual which 
means that how normally the character appeared in the generated ciphertext. On the X-axis of histogram all the alphabets 
including upper and lower case, special characters, space, etc. are included. The Y-axis shows the frequency in 
percentage of the character is present in the ciphertext. The comparison of histogram graph of DES algorithm and Hybrid 
algorithm is shown in Fig. 4. 
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Figure 4: Comparison of Histogram Graph. 
 

C. Autocorrelation 
The autocorrelation is an index of the similarity of different sections. It is sometimes possible to work out the key 
length of an encrypted document from its autocorrelation. The autocorrelation function ܿ(ݐ) measures the similarity of 
sequence (s[i]) = s[1]s[2]… to sequence (s[i+t])=s[t]s[t+1]… which is shifted by ݐ places. A sequence of length ݊ is 
examined, and the following parameters are defined:  

 
A(t)∶= number of members of sequences (s[i]) and (s[i+t]) in the segment under consideration which agree.  
 
D(t)∶= number of members of sequences (s[i]) and (s[i+t]) in the segment under consideration which do not agree.  
 
The autocorrelation function ((ݐ)ܦ−(ݐ)ܣ) = (ݐ)ܥ / ݊. 
On the X-axis, the offset value is given and on the Y-axis number of characters that match is given. The comparison of 
autocorrelation graph of AES algorithm and Hybrid algorithm is shown in Fig. 5. 
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Figure 5: Comparison of Autocorrelation Graph. 
 

D. Floating Frequency 
The floating frequency is a characteristic of its local information content at individual points. The floating frequency 

specifies how many different characters are to be found in any given 64-character long segment of the document. The 
function considers sequences of text in the active window that are 64 characters long and counts how many different 
characters are to be found in this "window". The "window" is then shifted one character to the right and the calculation is 
repeated. This procedure results in a summary in which it is possible to identify the places with high and low information 
density. A document of length n > 64 bytes has n-63 such index numbers in its characteristics. The diagrammatic 
representation of floating frequency for hybrid algorithm is given in Fig. 6. 

 

 
 

Figure 6: Floating Frequency graph. 
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IV. CONCLUSION 
 
The paper suggests the combination of AES, DES and IDEA algorithm to generate the hybrid cryptography 

algorithm. The motive of creating this hybrid algorithm is to provide higher safety to the string. The time that is needed 
for to attack the hybrid algorithm is the entire time of attacking all the three algorithms as we use three keys for the 
encryption and decryption cause. 

The hybrid algorithm uses the key manipulation technique for all the algorithm, which means the key given by the 
user is not directly passed to algorithm engine but the key is first modified and then passed to the different algorithm 
engines. 

The results section describes the detailed results of how the hybrid algorithm works. Also, the comparison of results 
between hybrid algorithm with different algorithm are also shown in the results section.  

As the hybrid algorithms combines 3 different cryptographic algorithms, the security of the information is stepped 
forward. The proposed algorithm uses three different keys of various length for encryption and decryption process 
which maximize the time for the Brute-Force attack. 
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